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another consumer of your existing topic(s) to gather data to end up in your specific destination
like an S3 bucket. Secor does not get in the way of your other consumers and allows you to have
a copy of your events so that they are not lost once Kafka retention removes data from its own
logs. Listing 8.3 shows an example of how you can start the Secor java application with
parameters for your own usage.

Listing 8.3 Running Secor Java application

You pass your configuration for the backup on the command line specific to your
destination and Kafka cluster. The config file format can be seen by looking at the
in src/main/config source code location

The jar that contains the secor code

ConsumerMain is the java file used to launch Secor

Invoking Secor should be familiar to those who are used to working with jars in a Java
environment. Arguments can be passed to the Secor application with standard '-D' parameters.
The most important file to update is the config option which is listed in our example as: 
ecor.prod.backup.properties. This file is where you can fill in the details about your
specific S3 bucket, for example.

Let’s think about an example of how moving data out of Kafka could be used at a later time.
First to clarify, we will break down our usage of the same data between two different areas. One
area is working with the data as it comes into Kafka, in an operational manner. Operational data
is your events that are produced by your day to day operations. I always think of the event to
order an item from a website as a specific example. A 'purchase' event triggers your application
into motion and does so in low latency way. The value of this data to your real-time applications
might warrant keeping the data for a couple of days until the order is complete and mailed. After
this timeframe, the value of your event may change to be more important for your analytical
systems. Analytical data, while based on that same operational data, is usually used more to
make business decisions. In traditional systems, this is where systems like a data warehouse, an
Online Analytical Processing system (OLAP), and Hadoop shine. Those events can be
data-mined using different combinations of fields in your events in different scenarios to find
insights into sales data. If you notice that sales of cleaning supplies away spike before holiday,
you might be able to use that data to generate better sale options for your business in the future.

java -ea -Dlog4j.configuration=log4j.prod.properties \
  -Dconfig=secor.prod.backup.properties \ 
  -cp secor-0.1-SNAPSHOT.jar:lib/* \ 
  com.pinterest.secor.main.ConsumerMain 
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One of the most important things to note is that just because your data has left Kafka once, it
does not mean that you can’t put it back in again! Figure 8.4 shows an example of data that lived
out its normal lifespan in Kafka and was archived in S3. When a new application logic change
required that older data be reprocessed, the application did not have to create a client to read
from both S3 and Kafka. Rather, using a tool like Kafka Connect, we were able to load that data
from S3 back into Kafka. The interface stayed the same from the point of view of your
applications! While it might not seem obvious at first glance or why you would even want to do
such a thing, let’s think of a situation in which we might find value in moving our data back into
Kafka after we processed it once already and the retention period of our normal workloads has
passed.

Imagine a team working on trying to find patterns in data that they have collected throughout
years of handling events. In our example, there are terabytes of data. To serve operational
real-time data collection, this data has been moved from Kafka into HDFS after real-time
consumers have dealt with the messages. So does your application logic now have to pull from
HDFS directly? Why not just pull it back into Kafka and your application can process the data as
it had before? Loading data into Kafka again is a valid way of reprocessing data that may have
aged out of your system. Figure 8.4 shows another example of how we can move data back into
Kafka.

Figure 8.4 Data Back into Kafka

Figure 8.4 shows an application that pulls its data from Kafka. After some time, events are not
available to the applications due to data retention within Kafka itself. However, we have a copy
of all previous events in an S3 bucket. Let’s say that we have a new version of our previous
application and would prefer to go through all of the previous data events as our previous
application. However, since they are not in Kafka, do we pull them from S3 now? Do you want
your application logic to pull from various sources or just to have one interface (that being

8.4 Bringing data back into Kafka
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Kafka)? For us, we can create a new topic in our existing Kafka cluster and load the data from S3
with Kafka Connect placing the data into a new Kafka topic. Our application can then run
against Kafka, processing events without having to change its read/pulling processing logic.

The thought process is really to keep Kafka as the interface of your application and not have to
create multiple ways to pull data into processing. Why create and maintain custom code to pull
from HDFS, S3, etc when you can use one of the existing tools like Connect or Secor to move
the data into and out of Kafka. Once you have your data in that one interface, you can process it
the same. Keep in mind this technique only applies to data that has been removed from Kafka. If
you still have the total timeline of data that you need in Kafka already, you can always seek to
the earlier offsets!

While there are various architectural patterns to build your our products such as
Model-View-Controller (MVC), Peer-to-Peer (P2P), or Service-oriented architecture (SOA) to
name a few, Kafka and viewing your data as events can change the way you think about your
entire architectural design. Let’s take a peek at a couple of architectures that could be powered
by Kafka (and to be fair, other streaming platforms) and help us get a different perspective on
what our systems can look like for our customers. It is interesting to note that the term 'Big Data'
is used in reference to some of these discussions. I think it is important to note that the amount of
data and the speed concerns of wishing to process all of that data were drivers that helped create
some of these ideas around the system designs. However, these architectures are not limited to
'Fast Data' or 'Big Data' applications only. By hitting the limits of specific traditional database
technologies, new views on data evolved.

If you have ever researched or worked with data applications that has included needs for both
batch processing and operational workloads, you might have seen references to another
architecture called the Lambda Architecture. The implementation of this process can start with
Kafka as well, but is a little more complex. The real-time view of the data is combined with a
historical view to serve to end-users. The complexity of merging these two views of the data
should not be ignored. From experience, it was a challenge to rebuild the serving table. Also, you
are likely going to have different interfaces for your data to maintain as you the results from both
systems. The book "Big Data" written by Nathan Marz with James Warren discuss the Lamba
Architecture in detail and go in details about the Batch, Serving, and Speed layers. Figure 8.5
shows an example of how the batch and speed layers use different frameworks in order to expose
their respective views to end-users.

8.5 Architectures with Kafka

8.5.1 Lambda Architecture
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Figure 8.5 Lambda Architecture

To get a feel for this architecture, let’s look at each layer at a high level.

Batch: This layer can be thought of in a context of how batch processing with
Map-Reduce occurs in a system like Hadoop. As new data is added to your data stores,
the batch layer can continue to pre-compute your view of the data that has already arrived
in your system.
Speed: This layer is similar in concept to the batch layer accept it produces views from
recent data.
Serving: This layer updates the views it sends to consumers after each update to the batch
views.

For the end-user, the Lambda architecture combines the results from the serving layer and the
speed layer in order to answer requests with a complete view of all recent and past data. This
real-time streaming layer is where Kafka fits in the most obvious way but can also feed the Batch
layer as well.

Another architectural pattern that could also leverage the power of Kafka is the Kappa
. This architecture was proposed by the co-creator of Kafka, Jay Kreps. Think aboutArchitecture

wanting to maintain a system that impacts your users without disruption. One way to do such a
pattern is to switch out your updated views like in Lambda. Another way to do this is by running
the current system in parallel to the new one and cutting over once the new version is ready to
serve traffic. Part of this cut over is of course making sure that the data that is being served by
the older version will be reflected correctly in the newer version.

You only regenerate the user-facing data when you need to-there is no need to merge old and
new data which is an on-going process for some Lambda implementations. It does not have to be
a continuous job, but rather invoked when you need an application logic change. Also, no need
to change your interface to your data, Kafka can be leveraged by both your new and old
application code at the same time. Figure 8.6 shows how a separate streaming process is started
against the same source of data, in this case Kafka.

8.5.2 Kappa Architecture
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Figure 8.6 Kappa Architecture

The upper portion of Figure 8.6 shows the old application at version 1. It reads from Kafka and
creates a view for the end-users. However, once a change is needed and a version 2 of the
application is created and the lower portion of our flow kicks off in parallel to the existing
running version 1. Version 2 reads from the same source of events as version 1, processes data
and builds its view. Once version 2 has all of its events processed (in effect caught up with the
events processed by version 1), the end-users can then be cut-over to read from the new view.
Once version 1 is not needed for a backup or recovery, you should be able to delete the old view
and version 1 code. There is no need to have a batch layer as there is only one set of logic used
for making your end-user views!

Most of our topics and discussions so far have been from the viewpoint of our data in the context
of one cluster. Kafka scales well and it is not unheard of to reach hundreds of brokers for a single
cluster. However a one size cluster will not fit all infrastructures. One of the concerns we run
into when talking about cluster storage is where you serve your data in relation to your end-user
clients. In this section, we are going to talk about scaling by adding clusters rather than just by
brokers alone.

Usually, the first thought to scale would be the resources inside your existing cluster. The
number of brokers is usually the first option and makes a straight-forward path to growth.
However,  is a captivating take on how to scale Kafka clusters.Netflix’s MultiCluster strategy
Instead of using the broker number as the way to scale the cluster, they found they could scale by
adding clusters themselves! They found that it might make sense for event producers to talk to
one Kafka cluster and have those events moved to other Kafka clusters for consumption. In this
setup, consumers would be reading messages from a different Kafka cluster that is entirely
different from the ingestion cluster.

8.6 Multicluster setups

8.6.1 Scaling by adding Clusters
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As per their scenario, the amount of data into the cluster was not a problem. However, once they
had multiple consumers pulling that data out at once you can see a specific bottleneck for their
network bandwidth. Even with 1 or 10 Gigabit Ethernet (GbE) data center networks, the rate of
your data and the number of bytes out can add up quickly. Figure 8.7 shows an example of how
having many consumers divided across clusters might help reduce the network impact of only
one cluster being used. Note that this means each cluster would be on its own distinct network
and not all in the same network or the problem would be likely worse.

Figure 8.7 Multiple Cluster Architecture

Imagine the scenario, and with generous estimates on the network data amounts for ease of
understanding, where we have producers that are sending about a gigabyte (GB) of data per
second to one cluster. If you has six consumers, you would be sending 6 copies of that 1 GB of
data for around 7 GB per second (againg let’s not worry about exact numbers). You do not have
much more room on a 10 GbE network. Figure 8.7 shows that if you have one cluster ingesting
all of your events, you can narrow the amount of copies you send out in this specific network.
The other clusters will help divide your total load.

This design brings to mind the idea of .Command Query Responsibility Segregation (CQRS)
Specifically, the idea of separating the load of reading data from that of writing data. Each action
can scale in an independent manner without limiting each other. While CQRS is a pattern that
can add complexity to your systems, it is interesting to note how this specific example helps
handle the performance of a large cluster by moving the load of producers sending into Kafka
from the much larger load of consumers reading the data.

Another benefit for this setup is the ability to do upgrades or fail-over in a non-rolling update
fashion. Instead of rolling broker updates, the new cluster is bought up, sent traffic from
producers and/or the old cluster, and then the older cluster is removed after the new one is ready
to go.
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One of the other distinct items to think about is the distance you have between your applications
consumers and the data in your cluster. Data being local to your applications should help with
the amount of time it would take to pull data from the other side of the country if you only had a
single cluster as your source.

One of most common setups involved the hub and spoke model. As an aside, if you sort of squint
at the Apache Kafka logo, you wouldn’t be the first to see a hub and spoke diagram as your first
reaction! Drawing a parallel with delivery logistics, a centralized hub (cluster in our case)
receives messages from many different origin clusters with the spokes being different clusters
that interact with local applications only.

Another common cluster setup example is the ability to have clusters in separate data centers in
an Active-Active model. In these cases, each data-center has its own cluster. End-users of the
clusters usually connect to the data center cluster that is closest to them unless there is an outage
or failure scenario. The clusters have data replicated between them for both clusters to use no
matter where the data originated from. Figure 8.8 shows how application in each data center
would use the Kafka cluster that was closest to them.

Figure 8.8 Active-Active Clusters in Different Data Center Locations

Figure 8.8 shows that in an ideal setup, you would have applications located in a data center use
the cluster that was also present in that same data center. However, you would still allow
consumers to see data from the other clusters once data was synched across the two data centers.
One major concern for this setup is that data would have to be replicated across the clusters using
MirrorMaker or something similar. Both clusters would be utilizing resources and serving traffic
so if cost is an issue, you might need to determine if this setup is worth the cost. A service-level
agreement (SLA) might also drive you to pursue this option. If you can not meet your client’s
needs in an agreed amount of time, you might have to make sure that you are using the location
of your data to help make that possible.

8.6.2 Hub and Spoke Integration

8.6.3 Active-Active
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Another common setup is to have an active cluster in a data center with another sitting in another
location. That passive cluster does not take any traffic from end-users, only data replicated from
the other cluster. End-users would only utilize the passive cluster if the active cluster failed and
passive would be made active for traffic from users. One of the biggest concerns with this setup
is the lack of usage (hopefully!) of the passive cluster resources. The cost of data sitting idle in
most cases is a consideration when you evaluate the value of your data. Is a failed cluster worth
the overhead of a complete copy of the data? Figure 8.9 shows an example of how one data
center would have a cluster that is idle in an Active-Passive setup.

Figure 8.9 Active-Passive Clusters in Different Data Center Locations

Figure 8.9 is different from an Active-Active setup in that data in the active cluster in data center
1 would be replicated to the passive cluster. All traffic from clients go to the one active cluster
during normal operation. In the event of a data center 1 failure, end-users would be routed to the
cluster in data center 2. After a recovery of the failed data center, there are a couple of options.
Data can be replicated from data center 2 back to data center 1 and end-users rerouted back to the
previous data center. Or, the once passive cluster could be made the one active cluster and work
in reverse.

While we talked about not sharing drives between your operating system and your Kafka log
directories in Chapter 6, we did not address the types of instances to use in environments that
could be more ephemeral for storage. With AWS being a popular cloud deployment option, let’s
focus on a specific example even though these points would be similar for persistent disk
solutions on other cloud providers.

8.7 Cloud and Container Based Storage Options

8.6.4 Active-Passive
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In regards to AWS, some users might be tempted to use local instance storage only when
planning out their own cluster. Since Kafka was built to handle broker failures, the cluster more
than likely would be able to recover on newly created broker instances as long as the cluster was
otherwise healthy. This solution is straightforward for the most part, you start a new broker node
and the cluster will work on gathering data for its partitions from the other brokers. This usually
cheaper storage option might be worth the impact of the network traffic increase and any time
delays for retrieving data vs other options.

However, Elastic Block Store (EBS) could be a safer option for your use-case. In case you are
not familiar with the EBS service, it provides persistent block storage that helps data remain even
in the case of a compute instance failure. Besides the fact that you can reassign the EBS volume
to a new instance, the broker would only have to recover from messages that were missed during
downtime vs the entire data partitions having to be replicated to that node. Amazon also offers
instances that are optimized for writing Kafka logs: ie that are built for sequential I/O that is used
in writing log files. Confluent shared a study on  indeplopyments with AWS considerations
which they mentioned a current image type of 'st1'. The benchmarked performance of the st1
EBS was better than instance storage.

Another concern to address is that your broker storage is spread across multiple availability
zones (AVs). While this does not address a region failure, a failed AV will not cause your cluster
to be unavailable.

As always, remember that Kafka itself keeps evolving and reacting to needs that users run into as
daily challenges.  shows an item that was under discussion at the time of writing thatKIP 392
seeks to help address the issues of a Kafka cluster spanning data centers titled: 'Allow consumers
to fetch from closest replica'. Be sure to check out recent KIPs from time to time to see how
Kafka is evolving in exciting ways!

Dealing with a containerized environment, you might run into similar challenges as you would in
the cloud. If you hit a poorly configured memory limit on your broker, you might find yourself
on an entirely new node without your data unless you have your data persisted correctly! Unless
you are on a sandbox environment in which you can lose data, persistent volume claims will be
needed by your brokers to make sure that your data will survive any restarts, failures, or moves.
While the broker instance container might change, you should be able to claim the previous
persistent volume (similar to how you can use EBS in AWS after a failure).

Kafka applications will likely use the StatefulSet api in order to maintain the identity of each
broker across failures or pod moves. This static identity also helps us claim the same persistent
volumes that were used before our pod was down.

8.7.1 Amazon Elastic Block Store

8.7.2 Kubernetes Clusters
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There are already  to help you get started with a test setup if you are just exploringHelm charts
Kubernetes. Confluent does have plans to release a Confluent Operator to help as well. The
scope of Kubernetes is relatively large to cover in our discussion, but the key concerns are
present whatever environment you are in. Your brokers have an identity in the cluster and is tied
to your data that each is related to. In order to keep your cluster healthy, you need to have those
brokers maintain ways to identify their broker managed logs across failures, restarts, or upgrades.

In this chapter you learned:

How to use retention in Kafka for your data
Tools to leverage for help with data movement
Data architectures that Kafka can enable

8.8 Summary
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9
This chapters covers

We have spent time focused on brokers in depth in chapter 6 as well as other client concerns
throughout the earlier chapters. But even using some of the best practices discussed, your
environment might not always fit the ideal situation. The best way to keep your cluster moving
along is to get to know your specific data as well as monitoring what is actually going on in your
clusters. Even though running Kafka is not exactly like writing your own Java applications per
se, it still requires monitoring log files and looking at what is happening at runtime with your
workloads.

So far, we have taken almost all of the actions that have changed our cluster with the command
line tools that are bundled with Kafka. Overall, you will likely need to be comfortable with a
shell environment to set up and install Kafka. But there are some useful options that can help if
you want to branch out from these provided scripts.

Administration: Cluster Tools, Logging,
and Monitoring

Administration-client options
Monitoring the cluster with JMX
Logging management for our application logs
Cluster management tool options
Using interceptors with headers

9.1 Administration clients
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One useful client to look at is the AdminClient. Although we have done work on our brokers
from the command line and used the shell scripts that have been provided in previous chapters,
sometimes your automation tools can leverage this Java client instead of shelling out into a
sub-command. If you already have the kafka-clients.jar that we used for Producer and Consumer
Java clients, you already have this client as well! If you do not already have the jar, please use
the pom.xml as part of your Maven project or look in the  or  directory of theshare/ libs/

Kafka package you installed when you started running Kafka local on your machine.

Let’s look how we could do a command we have completed before, but this time with the
AdminClient to create a new topic. Listing 9.1 shows and replicates the command in chapter 2
that you would have invoked from the command line.

Listing 9.1 Creating the selfserviceTopic Topic by command line

Using kafka-topic shell script in order to create a new topic

Including our custom integers for the number of partitions and replicas for our
topic

Though this command-line example should work, in this specific scenario, you want to support a
self-service application written in Java. As part of this portal, you allow developers to create
topics on a development cluster. Your form might take in the following set of information: a
name for the topic, the number of partitions, and the number of replicas. Figure 9.1 shows an
example of how this application might be set up for end-users. Once the user submits the
webpage form, the admin-client Java code runs to create a new topic.

9.1.1 Administration in code with AdminClient

bin/kafka-topics.sh --zookeeper localhost:2181 \ //       
    --create --topic selfserviceTopic --partitions 2 \ 
    --replication-factor 2  
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Figure 9.1 Self Service Kafka Web Application

In this example, you could add logic to make sure that naming conventions for topics fit a certain
pattern if you had such a business requirement. This could be a way to maintain more control
over your cluster rather than users working from the command-line tools. To start, you need to
create a NewTopic object. This constructor takes three arguments: - the name of the topic - the
number of partitions - the number of replicas Once you have this information, you have to
leverage the AdminClient object to complete this work. The AdminClient takes a Properties
object that uses names you are probably familiar with using any other client, like 

 and . Note that the class  holds constantsbootstrap.servers client.id AdminClientConfig

for configuration values such as BOOTSTRAP_SERVERS_CONFIG as a helper for those names. After
calling the method createTopics on the client, notice that the result, , is actually atopicResult

Future. Listing 9.2 shows how you leverage the  class to create a new topic calledAdminClient

'selfserviceTopic'.

Listing 9.2 Using the AdminClient Create a Topic

Create a NewTopic object with the topic name, two partitions, and two replicas

Create an AdminClient, which is the client interface to the cluster

Invoke createTopics method on the client which returns a Future object

The commented out line shows how to get a specific Future for the topic
'selfserviceTopic' that we just created

NewTopic requestedTopic = new NewTopic("selfserviceTopic", 2,2); 
AdminClient client = AdminClient.create(props); //                  
CreateTopicsResult topicResult =
client.createTopics(Collections.singleton(requestedTopic)); //      

// topicResult.values().get("selfserviceTopic").get(); //           
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 variable and evaluating the Future that was returned for that specific topic name.

At this time there is no synchronous API, so if you wish to block progress based on the result of
that action, you will need to call the get() function. In our case, that would mean starting with the
topicResult

 script that you used in chapter 2.

Because this API is still evolving, the following list of tasks that you can complete with the
AdminClient highlights only some of the common functions for this client that are available at
the time of writing.

List of Client Admin Tasks

alter config
create/delete/list ACLS
create partitions
create/delete/list topics
describe/list consumer groups
describe the cluster

For example, where you do not have users familiar with the command line or a need for them to
download the Kafka installation locally for access to scripts, using the AdminClient in your own
user-facing applications might be a good alternative to let your users work on your cluster.

Kafkacat is a handy tool to have on your workstation, especially if you usually have to connect
remotely to your clusters. At this time, it focuses on being a producer and consumer client that
can also give you metadata about your cluster. If you ever wanted to quickly work with a topic
and didn’t have the entire Kafka tools downloaded to your current machine, this executable will
help you avoid the need to have those shell or bat scripts!

Listing 9.3 shows how you can quickly get data into a topic using kafkacat, compared with the 
kafka-console-producer

Listing 9.3 Kafkacat Producer usage

By sending in a broker from your cluster as well as you topic, you are able to write
messages from the 'selfserviceTopic' in our example with the -P flag

A reminder of the same functionality with the console producer command

Notice that for the kafkacat command the  argument is passed to set the command into-P

9.1.2 Kafkacat

kafkacat -P -b localhost:9092 -t selfserviceTopic   

// vs the shell script we used before

bin/kafka-console-producer.sh --broker-list localhost:9092 \
  --topic selfserviceTopic //                          
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producer mode, which is going to help us send messages to the cluster. The  flag is used to-b

pass in your broker-list and the  is passed with the topic name that you wish to send messages-t

to. Because you know that you also might want to test the consumption of these messages, let’s
look at how you can also use kafkacat to consume messages (listing 9.4). As before, you can see
the comparison between running the kafkacat command vs the kafka-console-consumer
command. Notice that while the  command is used to flag that the consumer mode is being-C

used, the broker information is sent in with the same parameter as the producer mode. You might
find that kafkacat has more consistent options between commands that might improve your
workflow. For example, the producer and consumer client both take a parameter for a broker,
one is named  whereas the other is .broker-list bootstrap-server

Listing 9.4 Kafkacat Consumer usage

By sending in a broker from your cluster as well as you topic, you are able to read
messages from the 'selfserviceTopic' in our example with the -C flag

A reminder of the same functionality with the console consumer command

Having a quick way to test your topics and gather metadata on your cluster might make having
this small utility a nice-to-have on your workstation. But by this point, you might be wondering
if there are any other tools that you can use that are not command-line driven. And you would be
right! For those of you that like REST, there is Confluent’s REST Proxy.

Sometimes the users of your cluster might prefer to use APIs that are RESTful, because it is a
common way to work between applications, either due to preference or ease-of-use. Also, some
companies with very strict firewall rules about ports might express caution with opening more
ports like those we have used so far for the broker connections, for example, 9092. One such
option is to use the Confluent REST Proxy API (figure 9.2). The functionality of this proxy is
similar to kafkacat utility that we just discussed.

kafkacat -C -b localhost:9092 -t selfserviceTopic   

// vs the shell script we used before

bin/kafka-console-consumer.sh --bootstrap-server localhost:9092 \
  --topic selfserviceTopic 

9.1.3 Confluent REST Proxy API
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Figure 9.2 Confluent REST Proxy

At the time of this writing, the administration functions are limited more to querying the state of
your cluster. The official documents list  as future supported features. Thisadministration options
proxy is a separate part of Kafka that you would likely host on its own server if you stood it up
for production usage.

To test out how to leverage the REST proxy, let’s start it up. For this to work, you will need to
already have your ZooKeeper and Kafka instances running before you start the proxy, as shown
in listing 9.5.

Listing 9.5 REST Proxy startup

Running this command from your installed Kafka folder will start-up the REST
endpoint for our testing.

Because you’re familiar with listing topics, let’s look at what your invocation looks like now,
using a command like curl to hit an HTTP endpoint (listing 9.6).

Listing 9.6 Curl call to REST Proxy for Topic list

Leveraging the Accept header helps specify the most specific format and version

The endpoint /topics is our target to retrieve a list

The list of topic output includes the alert topic we have been working with this
chapter as well as the internal topics used by Kafka itself.

Because this is a 'GET' request, you can copy the following URL into your browser and see the

./bin/kafka-rest-start ./etc/kafka-rest/kafka-rest.properties 

curl -X GET -H "Accept: application/vnd.kafka.v2+json" \ //                
 localhost:8082/topics //                                                  

// Output:
["__confluent.support.metrics","_confluent-metrics","_schemas","alert"] 
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result: . But using a tool like curl allows you to control the header you sendlocalhost:8082/topics
with your request. By using 'Accept', you are telling our Kafka cluster what format and version
we are using. The  is the API version we are using and  is the serialization format thatv2 json

pertain to our metadata requests.

Because this is an evolving API, please keep up with the  as newer versions willAPI reference
come out and possibly have new features.

One decision to make in regard to running Kafka is how you want to perform starts and restarts
of your brokers. If you are used to managing your servers as a service on a Linux-base with a
tool like , you may be familiar with installing service unit files and would likely leverage

 command against the pid of this process would trigger a restart of the process.

Puppet
that knowledge to create your running instances. If you are not familiar with systemd, it
initializes and maintains components throughout the system. One common way to define
Zookeeper and Kafka are as unit files that are used by systemd.

Listing 9.7 shows an example service unit file that would start your ZooKeeper service when the
server starts. It will also restart after an abnormal exit. In practice, this means something like a 
kill -9

Listing 9.7 Zookeeper Unit File

This section would make sure that your ZooKeeper service is running. This
dependency makes one sense if both ZooKeeper and Kafka were on the same
server.

ExecStart captures the start command that will be run and should be similar to
what you manually ran so far to start ZooKeeper

ExecStop captures how to property shut down the ZooKeeper instance

\ <1> <2> <3> caused the process to fail

The unit file should look very familiar to how you have been starting ZooKeeper so far in our
examples. Listing 9.8 shows an example unit file for a Kafka broker. This file adds a dependency
on ZooKeeper being started before it would be started itself.

9.2 Running Kafka as a systemd Service

[Unit]
Requires=network.target remote-fs.target
After=network.target remote-fs.target

[Service]
Type=simple
ExecStart=/opt/kafka/bin/zookeeper-server-start.sh /opt/kafka/config/zookeeper.properties 
ExecStop=/opt/kafka/bin/zookeeper-server-stop.sh 
Restart=on-abnormal 

[Install]
WantedBy=multi-user.target
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Listing 9.8 Kafka Unit File

This section would make sure that your ZooKeeper service is running. This
dependency makes one sense if both ZooKeeper and Kafka were on the same
server.

ExecStart captures the start command that will be ran and should be similar to what
you manually ran so far to start Kafka

ExecStop captures how to property shutdown the Kafka instance

The Restart condition would run ExecStart if an error condition caused the process
to fail

The trick to this unit file is the fact that it is requiring the zookeeper.service you previously
defined to be available and running before the Kafka service is started. This is a simplified
example because your services are likely not going to be running on the same server. Another
item to note is that you can add a  field and would likely want to, so that your applicationUser

would run under that account and not as root. Though you can pick your own user name for the
service, it is not uncommon to see the user as .kafka

Listing 9.9 shows that because your unit files are defined, you can how manage the services with
systemctl commands.

Listing 9.9 Kafka Startup with Systemctl

Using systemctl command to start your ZooKeeper service

Using systemctl command to start your Kafka service

If you are using the example files that come with downloading the Confluent bundle, once you
unzip the folder, check inside the root folder ../lib/systemd/system to see examples of other
service files that you can leverage for other services, like Connect, Schema Registry, and the
Rest API to name a few.

[Unit]
Requires=zookeeper.service
After=zookeeper.service 

[Service]
Type=simple
ExecStart=/opt/kafka/bin/kafka-server-start.sh \
/opt/kafka/bin/config/server.properties > /opt/kafka/broker.log 2>&1 
ExecStop=/home/kafka/kafka/bin/kafka-server-stop.sh 
Restart=on-abnormal 

[Install]
WantedBy=multi-user.target

sudo systemctl start zookeeper 
sudo systemctl start kafka //     
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Besides Kafka’s event logs that hold your event data, one of the other topics that you need to
remember is the application logs, which Kafka produces as part of being a running program. The
logs addressed in this section are not the events and messages from Kafka servers, but the output
of the operation of Kafka itself. And we can not forget about Zookeeper either! Filling up a
filesystem with logs that would not be helpful for timely troubleshooting or auditing is
something to avoid.

While you might be used to one log file for an entire application, Kafka has multiple log files
that you might be interested in or need for troubleshooting. Due to multiple files, you might have
to look at modifying different log4j appenders to maintain a the view of your operations that you
need.

NOTE Which Kafka Appender

The kafkaAppender name is not the same thing as the KafkaAppender
itself. . To use that as your appender you would need toKafkaAppender
update the following line as well as include dependencies for the clients
and appender jars of the same versions:

instead of the value class. This is anorg.apache.log4j.ConsoleAppender

interesting take on putting you logs directly into Kafka as some solutions
parse the log files themselves and send to Kafka.

Be default, the server logs will continue being added to your directory as new logs are produced.
No logs are removed - and this might be your preferred behavior if these files are needed for
auditing or troubleshooting. However, if you do want to control the number and size, the easiest
way is to update the file log4j.properties before you start your broker server. Listing 9.10
sets two important properties for the kafkaAppender: MaxFileSize and MaxBackupIndex. It is
recommended that you do have a specific plan on evaluating your needs and to make sure that
you do not fill your disk space on logfiles alone!

Listing 9.10 Kafka server log retention

9.3 Logging

9.3.1 Kafka application logs

log4j.appender.kafkaAppender=org.apache.kafka.log4jappender.KafkaLog4jAppender

<dependency>
    <groupId>org.apache.kafka</groupId>
    <artifactId>kafka-log4j-appender</artifactId>
    <version>2.2.1</version>
</dependency>

log4j.appender.kafkaAppender.MaxFileSize=100KB   
log4j.appender.kafkaAppender.MaxBackupIndex=10   
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This settings helps define the size of the file in order to determine when to create a
new log file.

This value helps set the number of older files to keep. This might be helpful if you
want more than just the current log if needed for troubleshooting.

Note that modifying the kafkaAppender changes only how the server.log file is treated. If you
want to apply different file sizes and backup files numbers for various Kafka-related files, you
can use the appender to log file name table to know which appenders to update. Note that the
appender name in the left column will be the logging key which will effect how the log files on
the right will be stored on the brokers.

Changes to the log4j.properties file will require a restart of the broker, so it is best to
determine your logging requirements before starting your brokers for the first time if possible.
You could also change the value with JMX but the value would not be persistent across restarts
of your broker.

As you look at managing your logs, it is important to consider where you are sending your logs.
Feeding error logs from Kafka into the same Kafka instance is something you want to avoid.
While this advice might seem simple, it is amazing to see how many configuration values in
other tools, like Flume, might be pointing to brokers in the same cluster. Evaluate where you
errors are shipped to other tools and if that transport relies on the same cluster you are trying to
monitor itself.

While we have focused on Kafka itself, we need to address our ZooKeeper logs as well. Since
ZooKeeper is running and logging data just like our brokers, you will need to be mindful of
logging output for those servers as well.

Depending on your install of ZooKeeper, you also want to make sure to look at the configuration
of your installation: default configuration for ZooKeeper does not remove log files. However,
your Kafka install may have added that for you. Either way, it is a good idea to make sure that
the retention of the following application logs are what you would need for troubleshooting.

Table 9.1 Appender to Log Patternm
Appender Name Log File Name

kafkaAppender server.log

stateChangeAppender state-change.log

requestAppender kafka-request.log

cleanerAppender log-cleaner.log

controllerAppender controller.log

authorizerAppender kafka-authorizer.log

9.3.2 Zookeeper logs
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autopurge.snapRetainCount This is the number of recent snapshots and the related
transaction logs in the dataDir and dataLogDir locations. Once the number is exceeded,
those log files are deleted. Depending on your needs, you might want to keep more or
less based on your troubleshooting needs or if used in audit scenarios.
autopurge.purgeInterval For cleanup to occur, you need to set this value to an
integer greater than the default of 0. This will be the number of hours for how often the
purge will take place.
snapCount ZooKeeper logs its transactions to a transaction log. Setting this value will
determine the amount of transactions that are logged to the one file. If you see issues with
your file size, you might want to set this number less than the default (10,000).
preAllocSize Your mileage might vary with this setting, but you can also modify the
block size to allocate a smaller size in comparison to the default of 64 MB.

In general, it is also always a good idea to have a strategy to monitor your free disk space. In
most cases, filling a filesystem can be avoided. There is nothing more frustrating that having a
server go down because of something that can be automated before it becomes an issue. In
general, you might already have you preferred solution to log rotation and cleanup that might be
something more than log4j.  is a helpful tool that you can look at that enables optionslogrotate

such as log rotation and compression of logs files.

Log file maintenance is a core administration duty. However, there is also another task that
might require your attention as you start to rollout your Kafka cluster in existing or isolated
environments: making sure your clients can connect to your brokers.

Depending on your network, you might serve clients that exist inside your network or those out
of the network where your Kafka brokers are set up.

Kafka brokers can serve multiple ports. For example, the default examples for a plain text port is
9092. An SSL port can be set up on that same host at 9093. Both of these ports might need to be
open depending on which ports your clients are using for connecting to your brokers.

In addition, Zookeeper ports include 2181 for client connections. Kafka depends on Zookeeper
as well as some of your admin command line tools, so it might be good to open the ports to
clients as well as between the servers themselves. Port 2888 is used by follower Zookeeper nodes
to connect to the leader Zookeeper node and the port 3888 is also used between Zookeeper nodes
to communicate.

Also, if connecting remotely for JMX or other Kafka services (such as the REST Proxy),
remember to account for any exposure of that port to other environments or users. In general, if
you use any command line tools and include a port on the end of your hostname to ZooKeeper or
Kafka bootstrap servers, you want to make sure you can test if the connection is allowed,
especially if a firewall is in your environment.

9.4 Firewall
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One error when connecting that often appears like a firewall issue is when you are using the
listeners and advertised.listeners properties. Your clients will have to use that hostname to
connect if given-so it will need to be reachable however you setup your rules. For example, let’s
look at an example  vs  where your values might not be thelisteners advertised.listeners

same.

Let’s imagine you are connecting to a broker and can get a connection when the client starts up,
but not when it attempts to consume messages? How could you have this behavior that appears
inconsistent? Remember that whenever a client starts up, it connects to any broker to get
metadata about which broker to connect to. The first initial connection from the client uses the
information that is located in the Kafka  configuration. What it gives back to thelisteners

client to connect to next is the data in Kafka advertised.listeners. This makes it so your
client might be connecting to a different host. Figure 9.3 shows how the first connection attempt
uses one hostname at first but then uses a different hostname on its second connection. This
second hostname was actually given to the client from its first initial call as the new location to
connect to.

9.4.1 Advertised listeners
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Figure 9.3 Advertised listeners difference from listener

inter.broker.listener.name is also an important setting to look at that will determine how
the brokers connect across the cluster to each other. If the brokers cannot reach each other,
replicas will fail and your cluster will not be in a good state, to say the least! Another excellent
explanation of advertised listeners was written in an  if you wish to digarticle by Robin Moffatt
into more details.
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In chapter 6, you looked at an example of setting up a way to see some JMX metrics from your
application. The ability to see those metrics is the first step. The harder part is picking out which
are important to your cluster. Let’s take a peek at some that are likely to highlight areas of
concerns.

To be able to browse the metrics that are available, it is possible to use a GUI to look around at
the exposed metrics. In my example, I am using . Other tools are available that willVisualVM
help as well, like JConsole—​another popular tool. Looking around at what JMX metrics can help
you discover points of interest that you might choose to add alerting. If you install VisualVM,
make sure that you go through the additional step of installing the MBeans browser. You can do
this by going to the menu bar Tools → Plugins.

As noted in chapter 6, make sure that you have a  defined for each broker you want toJMX_PORT

connect to. This can be done with an environment variable in the terminal like so: export
JMX_PORT=1099. It is interesting to note that if you have ZooKeeper running on the same server
as your broker, its configuration might rely on this same property. Make sure that you scope it
correctly to be separate for each broker as well as each ZooKeeper node.

 with various arguments.

KAFKA_JMX_OPTS is also another option to look at if you want to connect remotely to your
brokers. Make sure that you note the correct port and hostname. The following example uses port
1099 and the localhost as the hostname. Note that the other parameters allow you to connect
without SSL and not have to authenticate. Listing 9.11 shows an example setting 
KAFKA_JMX_OPTS

Listing 9.11 Kafka JMX Options

Setting the hostname for the rmi server to be localhost

Allowing remote connections

The port you are exposing for JMX

Turning off authenticate and SSL checks

Let’s take a look at one of the metrics that is a key broker metric and how it looks in VisualVM
(figure 9.4), which shows using the MBeans browser tab to see the value of

9.5 Metrics

9.5.1 JMX Console

KAFKA_JMX_OPTS="-Djava.rmi.server.hostname=127.0.0.1  
-Dcom.sun.management.jmxremote.local.only=false   //     
-Dcom.sun.management.jmxremote.rmi.port=1099  //         
-Dcom.sun.management.jmxremote.authenticate=false  //    
-Dcom.sun.management.jmxremote.ssl=false" //             
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: you drill down
UnderReplicatedPartitions. Using the names in this book such as 
kafka.server:type=ReplicaManager,name=UnderReplicatedPartitions

what looks like the folder structure starting with kafka.server.

Figure 9.4 UnderReplicatedPartitions in VisualVM

Continuing on, you will then find the ReplicaManager with the name
'UnderReplicatedPartitions'. Now that you have seen the how to browse to specific values, let’s
go into detail about some of the most important things to look at on your servers.

Because Kafka brokers are built as part of a cluster, losing a broker might not be the most
important metric to keep an eye on, as startling as it may seem at first. Let’s look at some metrics
that might mean action may be needed to help restore your cluster.

kafka.controller:type=KafkaController,name=OfflinePartitionsCount
Because clients read and write to a leader partition on a broker-there always needs to be a
leader for your clients to be successful. If the number of offline partitions is greater than
0, your ability to read and write to that partition is compromised. This situation can
happen when all of the partitions that existed are on brokers that are down.
kafka.controller:type=KafkaController,name=ActiveControllerCount For a
single cluster, the value that you want to see for this metric is 1. There should only be one
controller at a time. If you had two different stop lights controlling a busy intersection,
you would not know which one to follow.
kafka.server:type=ReplicaManager,name=UnderReplicatedPartitions For a
specific partition, this metric being greather than 0 might mean trouble. Not only are you
not getting the number of replica copies that you expect, which means you can handle
fewer failure scenarios, but you might also be stopping your clients from producing new

9.5.2 Important broker metrics
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messages to your topic. For example, if you have three replicas and you need
acknowledgement from all before your produce request is satisfied, you will not have
messages be placed in your topic.
kafka.controller:type=ControllerStats,name=LeaderElectionRateAndTimeMs
This metric is non-zero when there are likely broker failures. When leaders are being
elected after server startup or new topic creation, you might want to look and see why
leaders would be changing. One concern with frequent leader elections is why would
your leadership be rotating so much? Do you have a network connection issue that
ZooKeeper decides to remove your broker from the group? Clients have to wait for
leadership ownership to be resolved, so it is important to make sure you know why that
rotation keeps moving.

There are many other metrics, as you can see in your MBeans browser. As you gain experience,
running your cluster and running into your own issues, you will likely add to the preceding list of
items that are important flags in your infrastructure that something might need alerted on and
action taken.

Using the Java producer client (which include your code examples in this book) also means that
you will have access to JMX metrics. But remember, the clients are their own applications. They
will not provide an end-to-end look at the cluster health alone. Another important thing to note is
that if producers are not running actively against the cluster, you will not get those metrics.
Having a time-series database of past metrics (like Prometheus) might help you capture more
than a point-in-time view of what your producers are doing. Let’s dig into some important
producer metrics to keep in mind.

kafka.producer:type=producer-metrics,client-id=<YOUR_ID_HERE>,name=record-error-rate
The ideal value of this attribute is zero. This is an average for the number of messages
that failed per second. The producer client has already exhausted its retry logic and no
more attempts are made. These are failures and are something you will want to look into
why-even if every message doesn’t matter. On a side note, you can also get this metric at
the topic level as well.
kafka.producer:type=producer-metrics,client-id=<YOUR_ID_HERE>,name=request-latency-avg
This value is again an average of how long a request takes in milliseconds. If your
requests get longer and longer, you might be able to see issues start to come up in your
clients.

9.5.3 Important producer metrics
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kafka.consumer:type=consumer-fetch-manager-metrics,client-id=<YOUR_ID_HERE>,name=fetch-latency-avg
As the name might suggest, this attribute is similar in purpose as the same named
attribute for the producer. The average value will let you know how long messages are
taking to get to your consumer client. If this number starts to get larger and larger, you
will want to look into the cause of your numbers. For example, you might be able to
change the amount of data you are pulling with each fetch request or it could indeed be a
network issue that is causing a random spike in time.
kafka.consumer:type=consumer-fetch-manager-metrics,client-id=<YOUR_ID_HERE>,name=records-lag-max
This value is the maximum number of records for a given partition in which the
consumer is behind the producer. If you notice an increasing value over time, you might
consider alerting on this. Despite its name, this metric might not do exactly want you
want. Let’s dig into more details about  and also at a different monitoringconsumer lag
option.

Although you usually rely on Kafka being fast for event delivery, there can be times when a
specific consumer client becomes behind in pulling current messages. Even if a client does not
stop or fail on its own, sometimes it might just have more messages than normal to process than
its normal workload. The number of messages from the last offset in Kafka for your partition and
the offset that your consumer client is currently processing is called consumer lag.

Burrow is a tool that provides consumer-lag checking and seems to have been developed with a
thoughtful mindset toward its subject. Burrow addresses the shortcomings of JMX metrics such
as records-lag-max that would be produced by a client. I say thoughtful because Burrow’s
code shows the marks of experienced operators that have worked with Kafka enough to be able
to automate more meaning behind this metric. One such issue that is addressed is that the lag
metric itself would be driven by and impacted by the consumer client that was doing its own
reporting. If a failure or delay occurred, you might see invalid data reported or no new JMX
messages! No clients running would report no metrics and might not show your monitoring the
real scenario.

Also, you might see that thresholds are hard to set for a topic if you do not know the normal lag
of your consumers. My first attempt at a script for checking lag monitoring was a script similar
to one shown in listing 9.12.

Listing 9.12 Kafka Consumer Group Command to find lag usage

9.5.4 Important consumer metrics

9.5.5 Burrow for Consumer Lag Logic

bin/kafka-consumer-groups.sh --bootstrap-server localhost:9092 \
--describe --group test-consumer 

#Truncated example output //        
TOPIC   PARTITION  CURRENT-OFFSET  LOG-END-OFFSET  LAG
alert    0          3               3               0
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By doing a describe argument with my group-I will find a number for lag.

Truncated example output showing the lag value for one consumer group

Per the output, you see the column heading 'Lag' and could choose to parse this output for your
own monitoring. But after finding Burrow I left this type of script in the dust for lag monitoring.
The ability to avoid setting a specific or hard-coded threshold number helped avoid managing
various consumer-group-to-threshold values that I had no idea about regarding the normal rate of
consumption. Your mileage may vary with Burrow, but it is an interesting tool to monitor your
lag that avoids pitfalls of the JMX metrics themselves.

The built-in metrics that you looked at so far can give you a great snapshot of current health, but
what if you wanted to trace a single message through the system? What would you leverage to
see a produced message and see its consumed status?

Let’s talk about a simple but straightforward model that might work for your requirements. Let’s
say that you have a producer in which each event has a unique ID. Because each message is
important, you do not want to miss any of these events. With one client, the business logic runs
as normal and consumes the messages from the topic. It makes sure to log in a database or flat
file the ID of the event that was processed. A separate consumer, let’s call it an auditing
consumer in this instance, would fetch data from the same topic and make sure that there were no
IDs missing from the processed entries of the first application. Though this process can work
well, it might be something that you wish to avoid, which is adding logic to your business
applications for this process to provide reconciliation of what was processed with what was in
the topic. Figure 9.5 shows a different approach using Kafka interceptors.

In practice, the interceptor that we define is a way to add logic to the producer, consumer, or
both by hooking into the normal flow of our clients, intercepting the record, and adding our
custom data before it moves along its normal path. Our changes to the clients is
configuration-driven and helps keep our specific logic out of our clients for the most part.

Figure 9.5 Interceptors for Tracing

Let’s revisit the concept of interceptors that we touched on briefly in chapter 4 in introducing

9.6 Tracing messages across a cluster
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what producer interceptors could do for our messages. By adding an interceptor on both the
producer and consumer clients that you are using, you can remove the monitoring logic from the
application logic itself. The crosscutting concern of monitoring can hopefully be more
encapsulated by this approach.

It is also interesting to note that you can have more than one interceptor so you don’t have to
include all of your logic in one class: you can add and remove others later. The order that you list
the classes is important as that is the order in which logic will run. The first interceptor gets the
record from the producer client. If the interceptor modified that record, note that it might not be
the exact same as the first interceptor got.

Let’s start with looking at the Java interface ProducerInterceptor. You’ll add this new
interceptor to your Alert producer that you used in previous examples in chapter 4. You will
create a new class called AlertProducerMetricsInterceptor to add logic around alerts being
produced, as in Listing 9.13. Implementing the interface ProducerInterceptor allows you to
hook into the producers interceptor life-cycle. The logic in the  method will be called byonSend

the send from the normal producer client you have used so far. For your example, you are going
to add a header that you will call a 'traceId'. Using a unique ID will help you confirm on the
consumption side that you are seeing the same message on the end of your journey that you are
producing in this step.

Listing 9.13 AlertProducerMetricsInterceptor Example

Implement ProducerInterceptor to hook into the interceptor life-cycle

9.6.1 Producer interceptor

public class AlertProducerMetricsInterceptor
  implements ProducerInterceptor<Alert, String> { //                                       

    public ProducerRecord<Alert, String> onSend(ProducerRecord<Alert, String> record) { 
        Headers headers = record.headers();
        String traceId = UUID.randomUUID().toString();
        headers.add("traceId", traceId.getBytes()); //                                     
        System.out.println("Created traceId: " + traceId);
        return record; //                                                                  
    }

    public void onAcknowledgement(RecordMetadata metadata, Exception exception) { //       
        if (exception != null) {
            System.out.println("producer send exception " + exception.getMessage());
        } else {
            System.out.println(String.format("ack'ed topic=%s, partition=%d, offset=%d\n",
                    metadata.topic(), metadata.partition(), metadata.offset()));
        }

    }

 ...

}
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The onSend method is called by the producer client send method

Add a custom header to the record in order to carry the generated ID across Kafka

Return the record that you modified. This will include your new header

onAcknowledgement will be called when a record is acknowledged or an error
occurs

Implementing the interface ProducerInterceptor allows you to hook into the producers
interceptor life-cycle. The logic in the  method will be called by the send from the normalonSend

producer client you have used so far. For this example, you are going to add a header that you’ll
call a 'traceId'. Using a unique ID will help confirm on the consumption side that you are seeing
the same message on the end of your journey that you are producing in this step.

You also have to modify your existing AlertProducer class to register your new interceptor.
The property name interceptor.classes will need to be added to the producer configuration
w i t h  a  v a l u e  o f  o u r  n e w  c l a s s :  
com.kafkainaction.producer.AlertProducerMetricsInterceptor. Although I used the
property name for clarity, remember that you can use the constant provided by the 

 class.  In this case you would use 
. Listing 9.14 shows this required

ProducerConfig

ProducerConfig.INTERCEPTOR_CLASSES_CONFIG

modification.

Listing 9.14 AlertProducer with Interceptor Configuration

 class as shown, in Listing 9.15.

Use the property name interceptor.classes to set your interceptors

The value can be one as in our case or else a comma-separated list

In this example overall, you have one interceptor that logs out a unique ID for your produced
message. You will add this ID as a header to the record, so that when a consume sees this
message, a corresponding consumer interceptor will log this ID that it has processed. The goal is
to provide your own sort of end-to-end monitoring that is outside of Kafka. By parsing the
application logs, you will see messages like the following that came from your 
AlertProducerMetricsInterceptor

Listing 9.15 Alert Interceptor Output

Properties props = new Properties();
...
props.put("interceptor.classes", 
  "com.kafkainaction.producer.AlertProducerMetricsInterceptor"); 

Producer<Alert, String> producer = new KafkaProducer<Alert, String>(props);

Created traceId: 603a8922-9fb5-442a-a1fa-403f2a6a875d 
ack'ed topic=alert, partition=0, offset=1
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An example of our logged value added by the producer interceptor

Because you have completed your look at sending a message, you also need to see how to
implement similar logic on the consumer end of your system as well. You want to validate that
you can see that same header value that you added with the producer interceptor on the
consumption end. Listing 9.16 shows implementation of the ConsumerInterceptor class to
help retrieve this header.

Listing 9.16 AlertConsumerMetricsInterceptor Example

Implementing ConsumerInterceptor is needed to allow Kafka to recognize our
interceptor

We are looping through each record’s headers

Once we find our custom header we added from the producer interceptor, we will
log it to standard output

We return the records to continue on the path of callers from our interceptor

In a similar fashion as your producer, you use a consumer-specific interface, 
ConsumerInterceptor, to make your new interceptor. You are looping through all of the
records and their headers to find any that have your custom 'traceId' as the key and sending this
to standard output. You also have to modify your existing  class to register yourAlertConsumer

new interceptor. The property name interceptor.classes will need to be added to the
consumer configuration with a value of our new class: 

.com.kafkainaction.consumer.AlertConsumerMetricsInterceptor

9.6.2 Consumer Interceptor

public class AlertConsumerMetricsInterceptor
  implements ConsumerInterceptor<Alert, String> { //         

    public ConsumerRecords<Alert, String> onConsume(ConsumerRecords<Alert, String> records) {
        if (records.isEmpty()) {
            return records;
        } else {
            for (ConsumerRecord<Alert, String> record : records) {
                Headers headers = record.headers(); //       
                for (Header header : headers) {
                    if ("traceId".equals(header.key())) { 
                        System.out.println("TraceId is: " + new String(header.value()));
                    }
                }
            }
        }

        return records; //                                   
    }
...

}
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Listing 9.17 shows this required step.

Listing 9.17 AlertConsumer with Interceptor Configuration

Using a new group.id for this example to make sure we are starting with our
current offsets (and not one from a previous group.id)

The property name  is needed to add our custominterceptor.classes

interceptor

Our custom class is added as the value. We can include a comma-separated list if
we have more than one class we need to use.

Although I used the property name for clarity, remember that you can use the constant provided
by the  class. In this case you would use ConsumerConfig

ConsumerConfig.INTERCEPTOR_CLASSES_CONFIG. While we can seen the usage of interceptor
on both ends of our flow, there is also another way to add functionality to client code: overriding
clients.

If you control the source code clients that your other developers will use, you can also subclass
an existing client or create your own that implements the Kafka Producer/Consumer interfaces.
The  project has an example of one such client that adds tracing data. If you are notBrave
familiar with Brave, it is a library meant to help add instrumentation for distributed tracing. It has
the ability to send this data to something like a Zipkin server, which can handle the collection
and search of this data.

Both the producer and consumer clients are decorated to enable tracing, but you’ll focus on the
consumer client in the following example. As in the example with adding a traceId to records
with a header, the code also leverages the usage of headers. The code in listing 9.18 is a mixed
section of code examples from the . Developers wanting to consumeTracingConsumer class
messages with tracing will use an instance of  which takes a regular consumerTracingConsumer

client named  in this example. Following the Decorator design pattern, the tracingdelegate

functionality will be added by the object named kafkaTracing and provide our needed
behavior. This code is a real-world example of how tracing is accomplished in yet another way
for Kafka messages.

public class AlertConsumer {

Properties props = new Properties();
...
props.put("group.id", "alertinterceptor");  //                      
props.put("interceptor.classes", //                                 
  "com.kafkainaction.consumer.AlertConsumerMetricsInterceptor"); 

}

9.6.3 Overriding Clients
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Listing 9.18 Brave Consumer Client Tracing

The Kafka consumer client is being used as a delegate

The additional tracing object is added to our consumer. This would not be part of
the normal default client.

The constructor takes both arguments in order to make this instance of the
consumer client your developers would leverage

This added behavior is not getting in the way of the normal client, it is adding the ability to add
tracing information.

Because Kafka is a Scala application, it has the ability to leverage JMX and uses the Yammer
Metrics library. This library was used to provide JMX metrics on various parts of the application,
and you have seen some of the options you can evaluate already. But as Kafka usage has
expanded, there are some tools out there that leverage the availability of using JMX metrics as
well as administration-related commands to provide easier-to-manage clusters. Let’s take a look
at a few options.

Kafka Manager is an interesting project that focuses on managing Kafka as well as being a UI
for various administration activities. One key feature is the ability to manage multiple clusters.
While we look at the commands that we have run so far, we have been looking at one cluster.
These commands can be harder to scale the more clusters you are running at once. Other features
include inspection of your overall cluster state and the ability to generate and run partition
reassignment. The tool can also deal with authenticating users with LDAP, which might be
needed in your enterprise usage.

9.7 General monitoring tools

final class TracingConsumer<K, V> implements Consumer<K, V> {

...
  final Consumer<K, V> delegate;  //                                       
  final KafkaTracing kafkaTracing; //                                      
...
  TracingConsumer(Consumer<K, V> delegate, KafkaTracing kafkaTracing) { 
    this.delegate = delegate;
    this.kafkaTracing = kafkaTracing;
    this.tracing = kafkaTracing.tracing;
    this.injector = kafkaTracing.injector;
    this.remoteServiceName = kafkaTracing.remoteServiceName;
  }

}

9.7.1 Kafka Manager
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Cruise Control was created by the developers at LinkedIn. Because they have thousands of
brokers across their clusters, they have experience running Kafka clusters and have helped codify
and automate some of their pain points over the years. A REST API can be used as well as a UI,
so you have a couple of ways to interact with this tooling. Some of the most interesting features
are how Cruise Control watches your cluster and can generate suggestions on rebalances based
on workloads.

Confluent Control Center is another web-based tool that can help you monitor and manage your
clusters. But one item to note is that it is a commercial feature that would need an enterprise
license for a production setup. If you already have a subscription to the Confluent Platform, there
is no reason not to check it out. This tool uses dashboards and can help you identify message
failures, network latency, and other external connectors.

Not all of your monitoring will be focused on the Kafka application itself. A couple of core
operating system (OS) monitoring needs appear in order to provide a solid foundation for Kafka
to run on. Let’s look at a few specifics, which I’ll touch on briefly.

Disk Percentage Free: As discussed about in the logging section, having a filesystem fill
up without notice is not a good surprise for your users. Alerting at less than 85 percent of
disk space free in a good idea in most cases.
File Handles: Another thing to be aware of is the number of open file handles that Kafka
has on your system. There will be a file handle for each log segment file and also for
network connections on your broker. In other words, the number can add up quickly. As
you installed Kafka, hopefully you made sure you adjusted your file descriptors limits.
While entering a large number like 128000 is not unheard of, it is a good idea to make
sure that you have alerting on when that number is almost exhausted. If not, you will get
a generic-looking error like the following: java.io.IOException: Too many open

.files

Swappiness: You will want to make sure that you do not have unnecessary swapping of
RAM. Kafka likes to be fast! Though you can alert when swap usage is greater than
128MB, you might have to adjust your own levels based on any performance impacts in
your cluster.

Tools like  might already be in your enterprise and leveraged for some of theseNagios
monitoring needs already.

Overall, Kafka provides you with many options to not only manage but to monitor your cluster.
As your experience level grows with Kafka, you will add your own metrics to monitoring that
you find important as well as you own ideas to avoid any unexpected outages. Distributed
systems are difficult and the more experience you gain, the more your monitoring skills and
practices will also likely improve.

9.7.2 Cruise Control

9.7.3 Confluent Control Center

9.7.4 General OS monitoring needs
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In this chapter you learned:

Administration client options to use
Important monitoring JMX metrics
How to manage our application logs
About various cluster management tool options

9.8 Summary
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10
This chapters covers:

This chapter will focus on keeping our data locked down to only those that need to read or write
to it. Since security is a huge area to cover, we will talk about some basic concepts to get a
general background on the options we have in Kafka. This will not be an exhaustive guide of
security in general, but with that foundation, we will try to discuss some of the practical actions
you would take in your setup. We will have client impacts as well as brokers and ZooKeeper to
make our cluster more secure.

Of course, your data might not need some of the protections we discuss. If you are not tracking
anything of a secure nature, i.e. personal information or financial data, then you might not even
need this protections. Knowing your data is key to deciding if you need the tradeoffs of
managing access. For a quick example, if you are handling any thing related to personal
information like date of birth or credit card numbers, you will mostly like want to look at most of
the security options discussed in this chapter. However, if you are only handling generic
information such as the number of web clicks on a series of marketing campaigns, your cluster
might not need to introduce features like SSL that might slow down your throughput while at the
same time increasing you CPU needs.

Let’s start with an example of data that we would want to protect. That would be data around
solving the puzzle book  published in 1979. If you have not heard of this book, let’sMasquerade
set the context of our task. By looking at 16 paintings, readers are meant to find clues to a

Protecting Kafka

Setting up SSL between our cluster and our clients
Looking at SASL with Kerberos
Using quotas
Configuring Access Control Lists (ACLs)
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treasure hunt. The reward: the location of a golden hare. As a competition-wide exercise, we
have broken into teams and do not want other co-teams to access our own team’s work. Spoiler
alert: those of you who are familiar with this work in particular know that the location was
indeed already found. But we will pretend like its still undiscovered in our use-case!

Starting out, each team picks their own topic names and shares that name with their own team
members only. Without knowing which topic name to write and read from, your data is out of
sight of the other teams. Each team starts out sending in their clues to what they assume is their
'private' topics. Over time, members of various teams start to wonder on the progress of other
teams and if they have any clues that they don’t. This is when the trouble starts.

One tech savvy competitor who has used Kafka before reaches for his command line tools to find
out the name of the other topics. After doing a list of topics, the user knows the topics of his
rivals. For example, let’s say that this one team member of Team Clueless looks at the topic of
Team Clueful: topic clueful_secrets. With great happiness, all it takes is a consumer console
command to be able to list all of the data that Team Clueful has been working on in the
competition so far! But the bad actor did not stop there. In order to throw Team Clueful off of the
trail, the actor also wrote false information into the channel. Now Team Clueful has bad data in
their topic that is hindering their clue-solving progress! Since they are not sure who really wrote
the message on the topic, the team has to go determine the false messages and lose valuable time
they could be working on figuring out the grand-prize location.

How could we avoid this situation? Is there a way that only those clients that have permission
would be able to read from or write to a topic? There really are two parts to our needs. The first
is how to find out who a person is in our system. Not only who they are, but also making sure
that the claimed identity of the user can be verified. The second part is that once we verify a user,
what are they able to do in our system? We will dive into those topics deeper as we look at some
of solutions provided with Kafka.
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In regards to computer application security, you will likely discuss encryption, authentication
and authorization at some point in your journey.

Encryption is a way of encoding information in a way that only authorized parties can access the
content. It is important to note that encryption does not mean that others might not see your
messages, but if they do, they will likely not be able to understand how to derive the original
content that you are protecting. Many people will think of how they are encouraged to use a site
that is HTTPS for online shopping on a WiFi network. Later, we are going to enable SSL for our
communication not between a website and our computer, but between our clients and brokers.

Moving forward, let’s talk about authentication first in a real-world scenario. In order to verify
the identity of a user or application, we need to have a way to authenticate that user: a process to
prove that they are who they claim they are. If you went to sign up for a library card, does the
library issue the card to everyone without making sure the user is who they say they are? In most
cases, the library would confirm the person’s name and address with something like a
government issued id and utility bill. This process is intended to make sure that others cannot
claim another identity to use for their own purposes in an easy manner. If someone had claimed
your identity in order to loan books and never return them, sending the fines your way, we can
easily see a drawback of not confirming the user’s claim.

Authorization, on the other hand, instead focuses on what the user can do. Continuing with our
library example above, our card as an adult might give us different permissions than if it was for
a user considered as a child. Access for online publications might be limited for that user to only
terminals inside the library.

So far all of brokers have supported plain text. In effect, there has been no authentication or
encryption over the network. Knowing these facts, it might make more sense when reviewing
one of the broker server configuration values. If you pick at the current server.properties file, you
will find an entry like the following: . That listenerlisteners=PLAINTEXT:localhost//:9092

is in effect providing a mapping of a protocol to a specific port on the broker. Since the brokers
support multiple ports, this will allow us to keep the PLAINTEXT port up and running as we test
adding SSL, or other protocols, on a new port. Having both ports will help make our transition
smoother as we shift over a period of time away from PLAINTEXT.

10.1 Security Basics

10.1.1 Encryption with SSL
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At this point, we are starting with a cluster in which we do not have any security really baked
into our cluster. Luckily, we can add various pieces to our cluster as we harden it against other
teams. Setting up SSL between the brokers in our cluster and our clients is one place to start. No
extra servers are directories are needed. No client coding changes either will be required as the
changes will be configuration driven. We don’t know how advanced other teams are with
listening to our traffic on the same WiFi network with WireShark, so we know we might not
want to send PLAINTEXT from our brokers to our clients. While this following setup is needed
for Kafka security, those that have set up SSL or HTTPS in the past (and especially with Java)
will find an approach that is a similar pattern to other client/server trust setups.

NOTE One item to note is that while Transport Layer Security (TLS) is what we
will actually be dealing with, you will see most of the reference in your
configuration as Secure Sockets Layer (SSL). While TLS is the successor
of SSL, the label SSL has been maintained as the property name you will
see in our work below. To avoid confusion between explanations and the
actual values used, we will keep the term SSL through this material.

In our previous examples on writing our clients and connecting to Kafka, we have not used SSL
in order to connect. However, now we are going to look at turning it on for the communication
between our clients and our cluster to encrypt our network traffic with TLS.

10.1.2 SSL Between Brokers and Clients
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Let’s walk-through the process of what we are going to need to accomplish in order to get our
cluster updated with this feature.

Generate a key and a certificate for each broker
Use a certificate authority (CA) to sign each broker’s certificate
Add the CA to the client truststore
Sign each cluster certificate and import that back into its keystore with the CA cert

One of our first steps is to generate a key and certificate for each of our brokers. Since you
should already have Java on your machine-one option is to use the  utility that is part ofkeytool

a Java installation. The  tool is used in order to manage a keystore of keys and trustedkeytool

certificates. The important part to note is the storage part as it might be good to think of it as a
database that your JVM programs can lookup up this information for your processes when it’s
needed. At this point, we are also going to leverage the ability to generate a key for our brokers.

Listing 10.1 SSL Key Generation for a Broker

This will be the name of the keystore file that will hold our newly generated key

We have used a password so that the store cannot be changed without it

After running this command, we have created a new key and stored it in the keystore file:
kafka.broker0.keystore.jks.

Since we have a key that in a way identifies our broker, we need something to signal that we
don’t just have any certificate issued by a random user. One way to verify our certificates is by
signing them with a CA. You might have heard of CAs such as Let’s Encrypt, Entrust,
Symantec, or GoDaddy to name a few. The role of a CA is to act as a trusted authority that
certifies the ownership and identity of the public key. In our examples, we are going to be our
own CA to avoid any needs of verifying our identity to a third-party. Our next step is to create
our own CA.

Listing 10.2 Creating our own Certificate Authority

We create a new CA and want a key file as well as the cert file produced as files.

keytool -genkey -noprompt \
    -alias localhost \
    -dname "CN=kia.manning.com, OU=TEST, O=MASQUERADE, L=Portland, S=Or, C=US" \
    -keystore kafka.broker0.keystore.jks \ 
    -keyalg RSA \
    -storepass masquerade \ 
    -keypass masquerade \
    -validity 365

openssl req -new -x509 -keyout ca.key -out ca.crt \ 
  -days 999 -subj '/CN=localhost/OU=TEST/O=MASQUERADE/L=Portland/S=Or/C=US' \
  -passin pass:masquerade -passout pass:masquerade
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After we have created our own CA, we will use it to sign out clients’ truststore and brokers'
truststore. This generated CA is now something that we want to let our clients know that they
should trust. Similar to the term keystore, we will use a truststore to hold this new information.
We will use  as a tool to help us act as this CA. Now that we have generated our CA, weopenssl

will use it to sign our certificates for our brokers that we have already made. First, we will export
the cert that we generated earlier for each broker from the keystore, sign that with our CA, and
then import both the CA cert and newly signed cert back into the keystore.

Listing 10.3 Importing the CA cert into our truststores and signing our keystore

Adding our CA to the trusted client truststore

Adding our CA to the trusted server truststore

We extract the key from the broker0 keystore we created earlier

We use the CA to sign this broker0 key

We place import the CA certificate into our broker0 keystore

We place the signed certificate into the broker broker0 keystore as well

These changes might seem involved, but after running through this process, it is something that
you can automate when you are adding more brokers in the future.

NOTE While running the above commands, if your operating system or tool
version has a different prompt that passed in above, note that it will likely
have a user prompt appear after run your command. Our examples try to
avoid these prompts but might be a way to enter in your passwords without
having them remain in your terminal’s history.

As part of our changes, we need to update the server.properties configuration file on the each
broker as well.

keytool -keystore kafka.client.truststore.jks \ 
-alias CARoot -import -file ca.crt  -keypass masquerade -storepass masquerade

keytool -keystore kafka.server.truststore.jks \ 
-alias CARoot -import -file ca.crt  -keypass masquerade -storepass masquerade

keytool -keystore kafka.broker0.keystore.jks \ 
-alias localhost -certreq -file cert-file -storepass masquerade -noprompt

openssl x509 -req -CA ca.crt -CAkey ca.key \ 
-in cert-file -out cert-signed -days 365 \
-CAcreateserial -passin pass:masquerade

keytool -keystore kafka.broker0.keystore.jks \ 
-alias CARoot -import -file ca.crt -storepass masquerade -noprompt

keytool -keystore kafka.broker0.keystore.jks \ 
-alias localhost -import -file cert-signed -storepass masquerade -noprompt
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Listing 10.4 Broker server properties changes

We have added the SSL broker port and left the older PLAINTEXT port

We need to provide the truststore location for our broker as well as the password

We need to provide the keystore location for our broker as well as the password

Changes are also needed for our client configurations.

Listing 10.5 SSL Configuration for Clients

Make our protocol specific to use SSL

The is the file path to the truststore we worked on creating for our client

Since we used a password for our truststore, we referene it here

While testing your changes, you can also have multiple listeners setup for your broker. This also
helps clients migrate over time as both ports can serve traffic before you drop the older
PLAINTEXT port option for clients. One of the simplest ways to check our SSL setup is to
quickly use the consoles producers and consumer clients in order to connect to a topic on our
SSL port 9093.

Listing 10.6 Using SSL Configuration for Command line Clients

Use the producer.config option to let our producer know about the SSL details

Use the consumer.config option to leverage our SSL config for consumers

One of the nicest features is that you can use the same configuration for both producers and
consumers. As you look at the contents of this configuration, one issue that might spring into
mind is the use of passwords in these files. The most straight forward option is to make sure that
you are aware of the permissions around this file. Limiting the ability to read, as well as the
ownership of the file, would be important to note before placing this configuration.

listeners=PLAINTEXT://localhost:9092,SSL://localhost:9093 
ssl.truststore.location=/var/ssl/private/kafka.server.truststore.jks 
ssl.truststore.password=masquerade
ssl.keystore.location=/var/ssl/private/kafka.broker0.keystore.jks 
ssl.keystore.password=masquerade
ssl.key.password=masquerade

security.protocol=SSL 
ssl.truststore.location=/var/private/ssl/client.truststore.jks 
ssl.truststore.password=masquerade 

kafka-console-producer.sh --broker-list localhost:9093 --topic testSSL \
 --producer.config client-ssl.properties 
kafka-console-consumer.sh --bootstrap-server localhost:9093 --topic testSSL \
 --consumer.config client-ssl.properties 
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Since you also have your brokers talking to each other, you might want to determine if you also
want to use SSL for those interactions.  should besecurity.inter.broker.protocol = SSL

used if you do not want to continue using plaintext for your communication between brokers.

If you have a security team that already has a Kerberos server, your life likely got a little easier!
When I first started working with Kafka, it was part of a suite of Big Data tools that mostly all
leveraged Kerberos. Kerberos is often found in larger organizations as a method to provide
single sign-on (SSO) that is secure. If you have a Kerberos server setup already, you will need to
work with a user with access to that Kerberos environment to create a principal for each broker
and also for each user (or application id) that will access our cluster.

One common file that we will talk about for the brokers and clients are the idea of Java
Authentication and Authorization Service (JAAS) files. This file will help us provide to Kafka
the principal we will use as well as credentials like a keytab file. A keytab will likely be a

10.2 Simple Authentication and Security Layer (SASL)

10.1.3 SSL Between Brokers

10.2.1 Kerberos
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separate file that has principles and encrypted keys. This keytab file will be used to authenticate
to the Kafka brokers without requiring a password. However, it is important to note that you
need to treat your keytab file with the same security and care that you would for any credential.

To get our brokers setup, let’s look in detail at the server property changes needed as well as the
JAAS configuration as well. To start, it is important to note that each broker will need their own
keytab file. Our JAAS file will help our brokers find the keytab’s location on our server as well
as our principal to use.

Listing 10.7 Broker SASL JAAS File

We are going to add another port as well in order to test out SASL_SSL together before we
remove the older ports.

Listing 10.8 Broker SASL properties changes

We have added the SASL_SSL broker port and left the older ports

We will use the same primary name for all brokers

The setup from a client is very similar. We have to add a JAAS file as well as a parameter on
start-up.

KafkaServer {
    com.sun.security.auth.module.Krb5LoginModule required
    useKeyTab=true
    storeKey=true
    keyTab=”/var/kafka_server0.keytab”
    principal=”kafka/kafka0.kia.manning.com@EXAMPLE.COM”;
};

// Zookeeper client authentication - Kafka being the client
Client {
    com.sun.security.auth.module.Krb5LoginModule required
    useKeyTab=true
    storeKey=true
    keyTab=”/var/kafka_server0.keytab”
    principal=”kafka/kafka0.kia.manning.com@EXAMPLE.COM”;
};

# Java parameter for Kafka server startup to point to the above file content
 -Djava.security.auth.login.config=/var/broker0_jaas.conf
 -Djava.security.krb5.conf=/var/krb.conf
 -Dsun.security.krb5.debug=true

listeners=PLAINTEXT://localhost:9092,SSL://localhost:9093,SASL_SSL://localhost:9094 
sasl.kerberos.service.name=kafka 
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Listing 10.9 Client SASL JAAS File

We also need to add the configuration for the values if not included already for SASL.

Listing 10.10 Client SASL JAAS File

After testing that things are not broke on port 9092 or 9093, we can attempt to use our new
configuration by validating the same result as before when we use our new SASL_SSL protocol.

One common method for developers that use REST APIs or web services in general, is HTTP
basic authentication. The reason why we do not discuss this option in-depth is that it is limited to
the following components:

KSQL
Schema Registry
Connect REST API
REST Proxy
Control Center REST API

Most of these options rely on Java Authentication and Authorization Service (JAAS)
configuration files and creation of a password properties file. Overall, if you have Kerberos
already in-use, that is probably your most supported option at the current time of publication.

Since we have looked at how to use authentication with Kafka, let’s take a look at how we can
start using that information about the user in order to apply access.

10.3 Authorization in Kafka

    KafkaClient {
    com.sun.security.auth.module.Krb5LoginModule required
    useKeyTab=true
    storeKey=true
    keyTab="/car/kafkaclient.keytab"
    principal="kafkaclient@EXAMPLE.COM";
};

# Java parameter for Kafka server startup to point to the above file content
-Djava.security.auth.login.config=/var/kafkaclient_jaas.conf

security.protocol=SASL_SSL
sasl.kerberos.service.name=kafka
ssl.truststore.location=/var/kafka.client.truststore.jks
ssl.truststore.password=masquerade
ssl.key.password=masquerade

10.2.2 HTTP Basic Auth
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As we quickly reviewed, authorization is the process that controls what a user can do. One way
to do that is with Access Control Lists (ACLs). While most Linux users are familiar with
permissions on a file such as read, write and execute, one drawback is that they permissions are
set for an owner, one group, and all others. ACLs can provide permissions for multiple
individuals and groups as well as more types of permissions. ACLs are often used when different
levels of access for a shared folder is needed. One example is a permission to let a user edit a file
but not allow that same user to delete it (delete is a separate permission altogether).

Kafka designed their authorizer to be pluggable to allow users to make their own logic if desired.
Kafka does have a class SimpleAclAuthorizer that we will use in our example. With this
authorizer, ACLs are stored in ZooKeeper. Brokers asynchronously get this information and
cache this metadata in order to make following processing quicker.

Listing 10.11 ACL Authorizer and Super Users

Every broker configuration should include the SimpleAclAuthorizer

We add a super user that will have access to all resources with or without ACLs

The Kafka Authorizer CLI tool is included with the other Kafka scripts in our install. 
kafka-acls.sh allows us to add, delete, or even list current ACLs. An important item to note is
that once we configure an Authorizer, ACLs will need to be set or only those considered super
users will have access.

Let’s figure out how to make only Team Clueful have access to produce and consume from their
own topic: clueful_secrets.

For brevity, we will have 2 users in our example team, Franz and Hemingway. Since we already

10.3.1 Access Control Lists

authorizer.class.name=kafka.security.auth.SimpleAclAuthorizer  
super.users=User:Franz 
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have the keytabs of the users created, we know the principal information that we need.

Listing 10.12 Kafka ACLs To Read and Write to a Topic

We are identifying our 2 users we want to grant permissions

We allow the named principals to both Read and Write to the specific topic
mentioned

As you may have noticed in Figure 10.X, the operation granted READ is allowing consumers the
ability to get data from the topic. The operation WRITE on the other lets the same principal
produce data into the topic.

While a commercial component of the Confluent Platform, the Confluent LDAP Authorizer is
one option to look into if you want to leverage existing Group and/or User principal types.

Role-based access control (RBAC) is a newer option that Confluent Platform supports. RBAC is
a way to control access based on roles. Users are then assigned to their role according to their
needs such as a job duty. Instead of granting each and every user permissions, with RBAC, you
manage the privileges assigned to predefined roles.

Figure 10.1 Role-based access control

It can be used as a layer on top of ACLs that we discussed earlier. One of the biggest reason to
consider both RBAC and ACLS is if you need more granular access control in certain areas. For
example, while a user might be able to access a resource like a topic due to RBAC, you could

bin/kafka-acls --authorizer-properties \
  zookeeper.connect=localhost:2181 --add \
 --allow-principal User:Franz --allow-principal User:Hemingway \ 
 --operation Read --operation Write --topic clueful_secrets 

10.3.2 Role-based access control
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still use an ACL to deny access to specific members of that group.

For our treasure hunting teams, it might make sense to have a specific Role per team. This might
mirror how a team in a Marketing area would have a role vs a team from Accounting. If some
user moved departments, they would be reassigned their Role and not individual permissions.
Since this is a newer option that might change as it matures and is limited to a Confluent
Platform environment, the option is mentioned for awareness even though we will not dig further
in this material.

Part of securing Kafka is also the need to look at how you secure all parts of your cluster:
including ZooKeeper. Not only can someone really miss up your cluster by modifying broker
data stored in ZooKeeper, the other concern is also the ACLs themselves. If you protect the
brokers but not the system that holds that security-related data, it would be possible for those
with knowledge to update those accesses without much effort. While the data in ZooKeeper is
not sensitive and znodes can be read by anyone, we are trying to stop changing the znodes. We
hope to stop cluster changes that might hurt the health of the cluster.

One first step is to setup the Client section of the JAAS login file we used for the brokers.

We also need to set the value  in each Kafka broker to true.zookeeper.set.acl

Listing 10.13 ACL ZooKeeper

Every broker configuration should include this ZooKeeper related value

Making sure that ZooKeeper works with Kerberos requires a couple of configuration changes.

In the zookeeper.properties configuration we would place to add values that let ZooKeeper know
that SASL should be used for clients and which provider should be used.

Listing 10.14 ZooKeeper properties updates for Kerberos

On start-up of the ZooKeeper server, we will have to add a parameter to point to a JAAS file that
helps us define our keytab file location on the server as well as our principal.

10.4 ZooKeeper

zookeeper.set.acl=true  

10.4.1 Kerberos Setup

authProvider.1=org.apache.zookeeper.server.auth.SASLAuthenticationProvider
requireClientAuthScheme=sasl
jaasLoginRenew=3600000
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Listing 10.15 ZooKeeper JAAS File Example

The JAAS file will need the location of the keytab present

The principal used will also been to be declared

The ZooKeeper server will need to be restarted to set the location of the new jaas
conf file

Let’s say that users of our web application start to notice that they don’t have any issues with
trying over and over to request data. While this is often a good thing for end-users who want to
be able to use a service as much as they want without their progress being limited, the cluster
might need some protection from users who might use that to their advantage. In our instance,
since we made it so the data was locked down to members of our team only, some users have
thought of a way to try to avoid others from using the system. In effect, they are trying to use a
distributed denial-of-service (DDoS) attack against our system. If you are not familiar with what
a DDoS is, it is a malicious attempt to disrupt normal traffic of a service and network. A targeted
attack against our cluster can overwhelm our brokers and their surrounding infrastructure. In
practice, the other teams are requesting reads from their topics over and over while reading from
the beginning. One detail to know is that quotas is defined on a per-broker basis. The cluster
does not look across each broker to calculate a total, so a per-broker definition is needed.

Our quota metadata is written to ZooKeeper which allows the brokers to get this updated
information quickly. This update path is also a benefit in that we do not have to have a restart of
our brokers in order for this new configuration to take effect. The ability to react quickly to our
quotas changes is a plus if we are addressing clients that are suddenly a problem in our
ecosystem. Also, by default, quotas are unlimited. While there is a way to set producer and
consumer defaults with the keys: quota.producer.default and quota.consumer.default
this technique is noted in the project documentation as being deprecated.

10.5 Quotas

Server {
com.sun.security.auth.module.Krb5LoginModule required
useKeyTab=true
keyTab=”/var/kafka.keytab” 
storeKey=true
useTicketCache=false
principal=”kafka/kia.manning.com”; 
};

# Java parameter for ZooKeeper server startup
-Djava.security.auth.login.config=/var/zk_jaas.conf 

©Manning Publications Co.  To comment go to liveBook 
https://livebook.manning.com/#!/book/kafka-in-action/discussion



To set our own custom quotas, we need to know a couple of items including: how to identify the
"who" to limit and then the limit itself. Whether you have security impacts what options we have
for defining the who we are limiting. Without security, you are able to use the client.id
property. With security enabled, we can also add the , and thus, any  and user user client.id

combinations as well.

There are a couple of types of quotas that we can look at defining for our clients: network
bandwidth and request rate quotas. Let’s take a look at the network bandwidth option first.

Network bandwidth is measured for the number of bytes per second. In our example, we want to
make sure that each client is respecting the network and not flooding it to prevent others from
using it as well. Each team in our competition uses the same client id specific to their team for
any producer or consumer requests from their clients. In our example, we are going to limit the
clients using the client id  by setting a  and the clueful producer_byte_rate

.consumer_byte_rate

10.5.1 Network Bandwidth Quota
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Listing 10.16 Creating a Network Bandwidth Quota for Client Clueful

 script.

We are allowing producers 1 MB/sec and Consumers 10 MB/sec

The entity-name for a client type is our client.id clueful

As is often the case, we might need to list our current quotas as well as delete them if no longer
needed. All of these commands can be completed with sending different arguments to the 
kafka-configs.sh

Listing 10.17 Listing and Deleting a Quota for Client Clueful

We are listing the existing configuration of our client.id

We are using the delete-config option to remove those we just added

As you start to add quotas and might have more than one quotas apply to a client, you will want
to make sure of the precedence of how various quotas are applied. While it might seem like the
most restrictive (lowest bytes allowed) of the quotas would be applied, it is not always the case.
The following is the order in which quotas are applied with the most highest precedence listed at
the top:

User and client.id provided quotas
User quotas
Client.id quotas

For example, if a user named Franz had a user quota limit of 10 MB and a client.id limit of 1
MB, the consumer he ran would be allowed 10 MB per second due to the User-defined quota
having higher precedence.

kafka-configs.sh  --zookeeper localhost:2181 --alter \
--add-config 'producer_byte_rate=1048576,consumer_byte_rate=10485760' \ 
--entity-type clients --entity-name clueful 

kafka-configs.sh  --zookeeper localhost:2181 \
---describe \ 
--entity-type clients --entity-name clueful

kafka-configs.sh  --zookeeper localhost:2181 --alter \
--delete-config 'producer_byte_rate,consumer_byte_rate' \ 
--entity-type clients --entity-name client1
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The other quota to examine is for request rate. Why the need for a second quota? While a DDoS
attack is offer thought of as a network issue, clients making lots of connections could still
overwhelm the broker by making CPU-intensive requests (anything related to SSL or message
compressed/decompression are good examples). Consumer clients that poll continuously with a
setting of  also a concern that can be addressed with this quota.fetch.max.wait.ms=0

The simplest way to think about this quota is that it represents the total percentage of CPU that a
group of related clients is allowed to use. To set this quota, we use the same entity types and
add-config options as we did with our other quotas. The biggest difference is setting the
configuration for request_percentage. For a formula that you can use is the number of I/O
threads (num.io.threads) + the number of network threads (num.network.threads) * 100%. For
our example, we are setting a request percentage of 100. This is setting each thread quota at .5.

Listing 10.18 Creating a Network Bandwidth Quota for Client Clueful

We are allowing producers 100 request percentage. (.5 + .5) * 100 = 100

The entity-name for a client type is our client.id clueful

Using quotas are a good way to protect your cluster as well as react to clients that suddenly
might start putting a strain on your brokers.

One question is whether you need to encrypt the data that Kafka writes to disk. By default, Kafka
does not encrypt the events it adds to the log. There have been a couple of Kafka Improvement
Proposals that have looked at this feature, but at the time of publication you will still need to
make sure your own strategy for your data has that need accounted for. One of the first attempts
at this feature could be volume encryption. However, for those that have access to the broker file
system, like OS administrators, they might then have access to all of the topic data. Depending
on your business needs as well, you might want to actually only encrypt specific topics or even
specific topics with unique keys.

10.6 Data at Rest

10.5.2 Request Rate Quotas

kafka-configs.sh  --zookeeper localhost:2181 --alter \
--add-config 'request_percentage=100' \ 
--entity-type clients --entity-name clueful 
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Of course, if you are using a managed option for your cluster, it might be good to check out what
features the service provides. Amazon’s Managed Streaming for Apache Kafka (MSK) is one
example of a cloud provider that handles a large part of your cluster management including some
security pieces as well. Having your brokers and ZooKeeper nodes updated with automatically
deployed hardware patches and related updates addresses one major source of keeping issues at
bay. The other benefit with these updates is that you are not providing access to even more
administrators to your cluster. Amazon MSK also provides encryption for your data at rest using
either the AWS Key Management Service (KMS) Customer Master Key (CMK) or your own
CMK. Additional features that we covered in our examples are the ability to use SSL between
your clients and cluster and ACLs.

Confluent Cloud also is an option that can be deployed across various public cloud offerings.
Support for Data encryption at rest & in-motion as well as ACL support matches options that you
should be aware of when matching your security requirements to the actual provider.

Also sticking with the Confluent stack, Confluent Platform 5.3 has a commercial feature called
Secret Protection. When we looked at our SSl configuration files earlier, we had clear text
passwords in certain files. However, Secret Protection is meant to address that issue by
encrypting the secrets in the file and keeping those exposed values out of log files as well. Since
this is a commercial offering, I will not go into depth on how it works, but just be aware there are
options to dig into.

In this chapter we learned:

How to set up SSL between our cluster and our clients
Kerberos use for security
The use of quotas to limit client impact
To utilize Access Control Lists (ACLs) for our resources

10.7 Summary

10.6.1 Managed Options
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A
Despite being a complex feature set, Kafka is generally pretty easy to install. There are just a
couple of things that you need in order to get started.

TIP Run on more than one machine for production!

Our focus on these setup steps is to get up and running with ease. Both
ZooKeeper and Kafka should be ran on more than one physical server in a
production environment if you want fault-tolerance. However, we want to
make sure that we can focus on learning Kafka and not on managing
multiple servers at this point. The main chapters will cover what we might
consider for production settings.

One question might be what operating system (OS) do I need to use? While Kafka can usually
run wherever Java can, it is nice to use something production like in our testing. Linux is the
most likely home for Kafka in production and seems to be where many user support forums will
continue to focus their questions and answers in that context. The examples in this book will take
place on a Linux OS.

For the examples in this book we will be using JDK 1.8. The latest version is fine but I would
suggest something later than u5. That version has the G1 collector.

Installation

A.1 Which Operating System to use

A.2 Installing Prerequisite: Java
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Even with the reduced dependency on ZooKeeper from the client side in recent versions, at this
time, Kafka will need a running installation of ZooKeeper to work. At the time of this writing,
the current stable version is 3.4. ZooKeeper itself can be an interesting and complex topic, but
since it is not the main focus to get us up and running, we can leverage the scripts that are
included in Kafka already. This will help us create a single-node instance.

At the time of this book’s creation, Kafka 0.11.0 is the latest and is used in our examples. The
Apache project has mirrors that it maintains and you can search for the version to download in
that way (see: ). When you look at the actual binary name, it mightkafka.apache.org/downloads
seem a little confusing at first. For example, kafka_2.11-0.11.0.0.tgz means the Kafka version is
0.11.0 (the information after the hyphen) that uses Scala 2.11. There seemed to be issues with
compatibility between Scala versions that led to versions being part of the package name but this
should not be a concern for your new install!

To get the most out of the examples while still making things easy to get started, we are going to
have a 3 node cluster on a single machine. This is not a recommended strategy for Production,
but it will allow us to understand key concepts without the overhead of spending a lot of time on
setup.

NOTE Windows script location

For Windows users, you will find bat scripts under the bin/windows folder
that have the same names as the shell scripts used in the examples below.

First, you need to unpack the binary and locate the bin directory.

Listing A.1 Unpacking the Kafka binary

For our examples, we are going to use a single local ZooKeeper server. This is not how you
would run in a Production type setting - but will serve our purpose for keeping up and going. The
main chapters will cover what we might consider for production settings for ZooKeeper as well
as Kafka.

Listing A.2 Starting ZooKeeper

A.3 Installing Prerequisite: ZooKeeper

A.4 Installing Kafka

tar -xzf kafka_2.11-0.11.0.0.tgz
cd kafka_2.11-0.11.0.0

bin/zookeeper-server-start.sh config/zookeeper.properties
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NOTE Broker unique ids

Each Kafka broker will run on its own port and use a separate log directory.
It is also important that each configuration file has a unique id for each
broker. You will usually see your broker ids start at 0 following traditional
computer science counting. It also is how the partitions are numbered so it
might make sense to make it consistent.

Next, we are going to set the foundation and create the 3 message brokers that will be our Kafka
cluster. We need to create 3 separate configuration files and change the following information.

Listing A.3 Creating Multiple Kafka Broker Configs

Make three copies of the default server properties files.

Update id, port, and log directory for broker id 0

Update id, port, and log directory for broker id 1

Update id, port, and log directory for broker id 2

After this, we can attempt to start up each broker!

Listing A.4 Starting Kafka - Run the following in their own console

Command to start up each broker from the command line

It usually works best if you start each broker in a separate terminal tab or window and leave them
running. While you can background the process, you might see some confusing output scroll
through the terminal if you are just using one!

cp config/server.properties config/server0.properties 
cp config/server.properties config/server1.properties
cp config/server.properties config/server2.properties

# Edit each file above to have the following changed properties respectively
vi config/server.properties config/server0.properties 
broker.id=0
listeners=PLAINTEXT://localhost:9092
log.dir=/tmp/kafka-logs-0

vi config/server.properties config/server1.properties 
broker.id=1
listeners=PLAINTEXT://localhost:9093
log.dir=/tmp/kafka-logs-1

vi config/server.properties config/server2.properties 
broker.id=2
listeners=PLAINTEXT://localhost:9094
log.dir=/tmp/kafka-logs-2

bin/kafka-server-start.sh config/server0.properties  
bin/kafka-server-start.sh config/server1.properties
bin/kafka-server-start.sh config/server2.properties
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TIP Java process information

If you close a terminal or have a hanging process, do not forgot about
running the  command. You might need to use . That command willjps sudo

help you find the java processes you might need to kill. Below is an
example on my machine where you can see the PIDs of the brokers as well
as ZooKepper (QuorumPeerMain).

Listing A.5 jps output for Zookeeper (QuorumPeerMain) and 3 Brokers

The three Kafka jvm process label and id for each broker

ZooKeeper jvm process label and id

If you are ok with using more than the base OSS version of Apache Kafka and are interested in
the Confluent Platform, Confluent has command line tools to easily start and manage their
Confluent Platform from the command line. Their Github  has more details on theREADME.md
convience script usage.

A.5 Confluent CLI

2532 Kafka          
2745 Kafka          
2318 Kafka          
2085 QuorumPeerMain 
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1.mwww.confluent.io/blog/2017-apache-kafka-survey-streaming-data-on-the-rise/

2.mwww.confluent.io/blog/publishing-apache-kafka-new-york-times/

Notes
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